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Biometric access control —
highest security in the data centre




Security today is
more than locking
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The modern IT infrastructure requirements demand a maximum
of physical security today and have pushed the development from
purely mechanical to mechatronic handle systems. In the area of
electronic opening and monitoring EMKA offers powerful locking
technology with comprehensive hardware and software solutions.
The EMKA GROUP is world market leader for locks and latches,
hinges and gasketing used in switch and control cabinets. In the
fields HVAC technology and transport EMKA is also among the
leading manufacturers of locking technology. EMKA is represented
in 46 countries employing more than 1,400 employees.




In co-operation with o Access Security Solutions

Complies with PCI, SOX, SSAE 16 and HIPAA, supportive
for EN 50600, “Indisputable audit trail, personal identification

and traceability”
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The perfect access control requires the unmist
of the authorised persons. PIN codes can be g
cards can get into the wrong hands. Only biom
provide clear identification. Highest security ¢
biometric access control down to the cabinet le
of a fingerprint sensor directly in the swing ha
permits unmistakable recognition.

From a single server rack up to a complete da
combinable security levels guarantee the highes
and material assets by single, double, or triple a
dual-custody principle.



db BioLock —
swing handle with
fingerprint sensor
and emergency
opening
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The new swing handle db BioLock with integrated fingerprint sensor
is the innovative extension of the handle series 1150. As it fits
into standard cut-outs, it is suitable both for new installations and
retrofitting. After putting a finger on the sensor, its authorisation
is checked by the system. In case of positive authentication, the
handle is released, the integrated LED is lit and the handle can be
opened. A contact is used for remote monitoring of the status of
the handle. In case of power failure the handle can be opened with
a key if there is an emergency. For this, the cover on the locking
cylinder has to be destroyed so this process is clearly visible.
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db ELock —
swing handle with
emergency opening

The swing handle db ELock has t
as the db BioLock and can thus be
combination with a db BioLock ha
rack, the db ELock on the back is a
central authentication (db ID Box) i
of cabinets, the db ELock handle
technical features are identical wit



The db Control Cockpit has an SNMP interface and can thus be integrated in superordinate systems.

T
d b C t I C k 't The software db Control Cockpit is used for configuring, operat-
O n rO OC pl ing and administering all connected access control systems.
SOft VV a re The characteristics of new users are first scanned by the pro-

vided desktop fingerprint scanner and linked with the relevant
authorisations. Every user can register up to 10 fingers, two of
which are “alarm fingers”, that are displayed as an alarm due
to authentication under duress in the software.

db Control Cockpit provides extensive control and monitoring
functions. A status window displays the opening processes of



User Details:

&

Place Finger on Scanner Again

[T Duress Finger -
I Upload To Units O
Register Remowe |

With the desktop fingerprint scanner fingerprints can be scanned and, using the db Control software, stored for the access control as well as authorisations

assigned.

all connected doors / handles in real time. The software moni-
tors whether the doors are open, closed, left ajar or opened by
force.

db Control Cockpit displays alarms in real time. The operator
can see a list of potential alarm incidents that can also be sent
by e-mail.

db Control Cockpit generates detailed event |
identification of the user. The reporting function is
makes also customer-specific reports possible.
administration and the support of the SYSLOG
that the db Control Cockpit software is a security

db Control Cockpit can be used for administering
access control units and swing handles. The d
on a central server ensuring the convenient ad
complete system.
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| db Communication Module

Stand-Alone Solution

db BioLock db BioLock

db BioLock db ELock

The stand-alone solution is designed for single server racks. In this

case the db Communication Module takes over the control and

power supply of the connected components. The db Communication

Module features a network interface and ports for two handles and

six external sensors.

Two locking solutions are possible:

1. The front door is fitted with a db BioLock handle and the back door
with a db ELock handle. After positive authentication both handles
are activated simultaneously.

2. Both doors are equipped with a db BioLock handle, and this
makes the independent access to each door possible.
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BUS Solution up to
32 cabinets / 64 handles

Central cabinet selection /
Authentication via db ID Box:
- Fingerprint

- RFID card

- PIN-code

Authentication directly on the cabinet
door via db BioLock swing handle
with fingerprint sensor

In a data centre with a lot of rows of cabinets the bus system is
the right solution. The db Bus Communication Module serves the
purpose of controlling and supplying up to 64 handles and optional
db ID Boxes with power. Larger installations require several bus
systems, which are all administered centrally by the management
software db Control Cockpit.

In every server rack a handle module with the possibility to connect
2 handles and 4 contacts is installed. For the central authentication
at the front end / end of a row of cabinets the db ID Box provides
the possibility to select the required cabinet door using a keypad.

== db BUS Communication Module

N O
db Handle Module
/ _
db BioLock I db BioLock
or
EE
i I db BioLock I I db ELock
or

db ELock I I db ELock

With any user-defined combinatio
code or RFID card the correspondi

All components within the bus syste
db Bus Communication Module. By
closed ring the power supply of th
sides so that in case of an interrup
power supply is still safeguarded.



POWER  ACCESS SYSTEM

db communication module for stand-alone solution (Front view)

BACK DOOR FRONT DOOR NETWORK

o™ @ @ _ALARM _TAMPERSWITCHES '

db communication module for stand-alone solution (Back view)

db BioLock db ELock
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Biometric
access control,
hardware



Ethernet

Primary Bus
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Secondary Bus Power Inputs

db BUS Communication Module

db Handle Module
(Front view)

db Handle Module
(Back view)

db ID Box

db BioLock

The db Communication Module for stand-alone solutions is suitable
for connecting 2 electromechanical swing handles db BioLock (with
fingerprint sensor) or one handle db BioLock and db ELock each.

The db Bus Communication Module transmits the control signals
and the power supply for up to 32 handle modules with connected
swing handles.

Besides the RJ45 ports for the bus system, two db BioLock or db
ELock swing handles per db handle module can be connected. In
addition, two connections each are possible for door and side panel

db ELock

contacts. The power supply is effected via the bus line.

The db ID Box with central keypad, fingerprint sensor and optional
RFID card reader, in combination with the db Bus Communication
Module, provides the possibility for authentication at the end of
a row of cabinets. With the keypad the required cabinet door is
selected. Then up to three authorisations (fingerprint, PIN code,
access card) can be entered for authentication.



Subsidiaries, country representations and agencies*

I ARMENIA

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.tr

s AUSTRIA
EMKA Beschlagteile Ges.m.b.H.
Tel. +43/2143/43063
info@emka-beschlagteile.at

#588 AUSTRALIA
Lock Focus Pty. Ltd.
Tel. +61/3/97981322
lockf@lockfocus.com.au

S AZERBAIAN

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.tr

B B seLcium
EMKA Benelux B.V. Service Office
Tel. +31/413/323510
sales@emka.org

I 1 BOSNIA-HERZEGOVINA
EMKA Bosnia d.0.0. Gorazde
Tel. +38/738/241310
info@emka.ba

[l cANADA
EMKA Inc.
Tel. +1/717/9861111
info@emkausa.com

B CHILE*

NDU Ingenerieria Lida.
Tel. +56/22/5266646
info@ndu.cl

B cHina

EMKA Industrial Hardware C0.Ltd.
Tel. +86/22/82123759
info@emka.cn

 CROATIA
EMKA Okovi d.o.0.
Tel. +385/35/270073
info@emka-okovi.hr

[ CZECH REPUBLIC
EMKA Kovénie/Beschlagteile
Tel. +421/2/45259910
miro.emka@ba.telecom.sk

B B DENMARK *
AIS Megatrade Beslag
Tel. +45/44916700
mega@megatrade.dk

== FSTONIA
EMKA Scandinavia
Tel. +46/36/314130
info@emka.se

== FINLAND

EMKA Scandinavia
Tel. +46/36/314130
info@emka.se

B FRANCE
EMKA France
Tel. +33/254/320862
emka@emka-france.com

=~} GEORGIA
EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.r

=== GREECE*
EMKA Hellas
Tel. +30/21041/83000
info@emka-hellas.com

m HUNGARY
EMKA Beschlagteile
Tel. +36/1/2360032
info@emka.hu

s INDIA
EMKA India
Tel. +91/80/26660212
info@emka.in

= ISRAEL*
Teder Electro Mechanical
Engineering Ltd.
Tel. +972/73/2331200
sales@teder.com

By

EMKA ltalia s.r.I. Unipersonale
Tel. +39/045/6471070
info@emka.it

® JAPAN*
TOCHIGIYA Co., Ltd
Tel. +81/48/2283072
support@tochigiya.co.jp

0 KAZAKHSTAN

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.r

T LATVIA
EMKA Scandinavia
Tel. +46/36/314130
info@emka.se

= LITHUANIA
EMKA Scandinavia
Tel. +46/36/314130
info@emka.se

B+l vexico
EMKA Mexico Beschlagteile
Tel. +52/55/54459664
info@emka.mx

I8 MONTENEGRO
EMKA Bosnia d.0.0. Gorazde
Tel. +38/738/241310
info@emka.ba

o NETHERLANDS
EMKA Benelux B.V.
Tel. +31/413/323510
info@emka.org

== NORWAY
EMKA Scandinavia

Tel. +46/36/314130
info@emka.se

mmm POLAND
EMKA -Polska Sp.Z 0.0.
Tel. +48/323606026
info@emka.net

EMKA worldwide

I3 PORTUGAL
EMKA Beschlagteile Ibérica S.L.
Tel. +351/910904688
info@emka-iberica.pt

B Browania
S.C. EMKA Beschlagteile S.R.L.
Tel. +40/269/222700
info@emka.ro

I RUSSIA*
000*MK-Electro
Tel. +7/812/4492928
info@mk-electro.ru

I SERBIA
EMKA Okovi d.0.0.
Tel. +385/35/270073
info@emka-okovi.hr

[ 5|NGAPORE *
VF Fastening Systems PTE Ltd.
Tel. +65/675/2333
vincent@vffastening.com.sg

[=mm SLOVAKIA
EMKA Kovanie
Tel. +421/2/45259910
miro.emka@ba.telecom.sk

B SOUTH AFRICA*
Enclosure Solutions
Tel. +27/11/9737260
info@enclosuresolutions.co.za

+8; SOUTHCOREA*
Geo Jeon Co. Ltd.
Tel. +82/314/335508
geojeone@emkakoreanaver.com

= SPAIN
EMKA Beschlagteile Ibérica S.L.
Tel. +34/672262672
info@emka-iberica.es

B B SWEDEN
EMKA Scandinavia
Tel. +46/36/314130
info@emka.se

EX SwiTZERLAND
EMKA Beschlagteile AG
Tel. +41/33/8260220
info@emka.ch

Beschlagteile

I3 TUNISIA

EMKA Beschlagteile GmbH
www.emka.com
info@emka.com

[ TURKMENISTAN

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.r

I3 TURKEY

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.tr

=== THAILAND *
Best Port Company Ltd.
Tel. +66/2/9935739
bestport@samartas.com

E1 UNITED KINGDOM
EMKA (UK) Ltd.
Tel. +44/2476/616505
enquiry@emka.co.uk

= uAe
EMKA Middle East
Tel. +971/42844528
info@emka.ae

= oA
EMKA Inc.
Tel. +1/717/9861111
info@emkausa.com

o UZBEKISTAN

EMKA Kilit Sistemleri Metal Sanayi
ve Ticaret Ltd. Sti.

Tel. +90/262/2909097
info@emkakilit.com.tr

I VETNAM

Terramar Engineering and
Machinery (Pte.) Ltd.

Tel. +84/8/39153209
cam@terramar.com
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